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1. Introduction

e Construct campus authentication platform in KU
— |t aims to construct secure, trustful, and open ICT environment .

* Improve Trustworthiness
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User Host Content

— User: authentication
— Host: server certificate

— Content:
* A lot of contents are created and published.
* How to trust of them?



Institutional Repository

Institute member can
store and publish own
contents.

Most IR systems is
managed by library.
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Example of malicious incident

Contents publishing site
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Software trustworthiness
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Digital signature based system



Conventional solutions

* Fingerprint e Digital signature
— Show the Hash value of a — PKI based
content.

— Use Digital Certificate
— If a content is changed,

then hash values of
original and falsified
must different.

— Problem

e Can’t apply all files

* Not so popular, yet.
— Problem

* No easy check mechanism.
* No metadata
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2. PENS

To guarantee trustworthiness of academic contents,
we provide a very simple solution.

— It’s based of fingerprint.

PENS: Private Electric Notary Service

— This system is based on real world notary system.
* Notary public: Grantee a public documents.

— PNES guarantees:
e creator
* publisher (which the creator belongs to)
* publish date (time stamp)
* and without falsity (forgery )

* Side effect
* PENS can use as an easy content search system




Content uploading
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Content checking

Web PENS
Browser Server
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3.

Prototype

Apache Server

Web Browser R PENS Server _
[ [
;B : Ruby > - :
I on I
< : Rails < :
CPU AMD Athlon 64 Processor 3500+
Memory 512MB
HDD 400GB
OS FreeBSD6.2
Web server Apache2.2.4
DB SQlLite3
Language Ruby on Rails2.0.2
Hash algorithm | SHA-1(Secure Hash Algorithm 1)
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Uploading
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Checking
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Conclusion

* Summary

— To Improve Trustworthiness, we provide PENS
* Itis very simple solution
* Itis based on finger print.

In the future

— Sophisticate PENS.

— Use PENS in Kyushu U, and some cooperative Univs.
— Make PENS network.
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PENS Network

 Collaborative search

system. O\O

— With IR of each university

* Under constructing... \
7
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